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Following the mobile banking revolution 
in the early 2000s, the digital advances 
driving new forms of wallets and currencies 
in the 2010s, and the new era of AI, data-
driven insights, and Open Banking in the 
2020s, banking is again on the edge of 
a revolution. Once conf ined to the realm 
of science f iction, quantum computing is 
rapidly evolving from theoretical possibility 
to technological reality.

繼2000年代初掀起手機銀
行革命、2010年代數碼技術
催生的新型錢包和貨幣，以
及2020年代則人工智能、數
據驅動洞察、和開放銀行的
興起，銀行業正迎來另一場
革命：量子計算。這項曾被視
為科幻小說情節的技術，現
在已迅速由理論變成現實，
在技術上已具可行性。

The Quantum 
Tectonic Shift: 
Digitally 
Rewiring the 
Banking Model
量子級數的重大轉變：

數碼上重塑

銀行營運模式
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銀行界相關的技術持續進步，量子計算不僅
比今天的電腦快，而且提供完全不同的資
料處理方法，為全球銀行帶來無窮機遇，

同時帶來重大風險。美國銀行指出，量子計算可能
是人類自發現火以來最大的革命。

今天的電腦，不論是智能電話、筆記本電腦還是銀
行巨型伺服器裏的電腦，都是以「位元」作為數據
的基本單位儲存和處理資料，每個位元是0或1。
每張照片、每封電郵、每項銀行交易，都是由一連
串的0與1構成。量子電腦的基本運算和儲存單位
則是「量子位元」。傳統電腦的位元只可以是0或
1，量子位元則不同，其特別之處是可以同時處於
0和1的疊加態。量子位元可以連繫起來，改變一
個量子位元，便即時影響另一個量子位元，就好
像兩枚魔術錢幣，拋擲其中一枚，另一枚無論位
處何地也會隨之改變 。憑藉這些特點，量子電腦
可以同時探討許多不同的可能性。在大部分情況
下，這意味着量子電腦較任何傳統電腦都能更快
找到答案。量子計算的優越性方面，2023 年，谷歌
聲稱其 Sycamore 量子處理器可在六秒鐘內完成
一項當年全球最強的超級電腦需時  47  年完成的
計算。

As technology continues to advance in the 
banking industry, quantum computing offers 
not only a faster version of today’s computers, 

but also a completely different way of processing 
information that presents both immense opportunities 
and serious risks to banks worldwide. According to Bank 
of America, quantum computing could be the biggest 
revolution for humanity since the discovery of fire. 

Today’s computers — whether in a smartphone, a 
laptop or a bank’s giant server — use “bits” as the 
fundamental unit of digital data to store and process 

information. Each bit is either a 0 or a 1. 
Every photo, email or bank transaction 
consists of a digital string of 0s and 1s. 
Quantum computers, however, use “qubits” 
instead of bits. Unlike classical bits, 
which can only be a 0 or a 1, what makes 
qubits special is the ability to function 
in a superposition of states, both 0 and 
1 simultaneously. Qubits can be linked 
together so that changing one instantly 
affects the other. This is like having two 
magic coins: flip one, and the other changes 
too, no matter where it is. Because of these 
properties, quantum computers can look at 
many possibilities at the same time. In most 
cases, this means they can find answers 
quickly than any conventional computer. 
In terms of computing supremacy, in 
2023, Google said its Sycamore quantum 
processor completed a calculation in six 
seconds that would have taken the leading 
supercomputer at the time 47 years to 
complete. 
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Why does quantum computing matter for banks?
Banks deal with vast volumes of data and highly complex 
challenges. Typical examples include:

•	 Determining the best mix of investments for a customer 
(portfolio optimisation)

•	 Calculating the risk of a loan or investment (risk modelling)
•	 Detecting fraud in millions of transactions
•	 Keeping customer data safe from hackers

Quantum computers could help banks do all these things 
better and faster. However, they also bring new dangers, 
especially in the area of cybersecurity.

Portfolio optimisation
Imagine a bank trying to help a customer invest their money. 
There are thousands of stocks, bonds and fund combinations 
to choose from. The number of possible combinations is so 
vast that even the world’s current fastest supercomputers are 
not able to check them all. However, quantum computers can 
look at many combinations at once. This means they could 
quickly find the best mix of investments for each customer, 
taking into account risk, return and other factors. This could 
help banks to offer better advice and help customers both 
tailor and maximise their investments.

Real-world example
While still nascent, applications of quantum computing 
technology are already being piloted by the financial services 
sector, with a number of key use cases in progress. In 2025, 
HSBC achieved a world-first by using quantum computing to 
improve bond trading predictions. Working with IBM, HSBC 
combined traditional computing with IBM’s Heron quantum 
processor, resulting in a 34% improvement in bond price 
prediction. This was the first time quantum technology 
showed clear, practical benefits in the financial services 
sector, especially in algorithmic trading for over-the-counter 
bond markets. HSBC’s group head of quantum technologies 
described this as a “Sputnik moment” for the industry, 
signalling the dawn of practical quantum advantage in 
banking.

Risk modelling
Banks need to understand the level of risk associated with 
their loans and investments. To do this, banks traditionally 
use complex mathematics to simulate different scenarios, 
such as market crashes or changes in interest rates.  These 
simulations can take hours or even days on regular computers. 
Quantum computers could run these simulations much faster, 

量子電腦與銀行有什麼關係？
銀行處理大量數據和極度複雜的工作，常見例
子包括：

•	 為客戶決定最佳投資組合（投資組合優
化）

•	 計算貸款或投資的風險（風險模型）
•	 在數以百萬計的交易中偵測詐騙個案
•	 保護客戶資料免受駭客入侵

量子電腦可協助銀行更快捷、更妥善地做好以
上工作。然而，量子電腦也帶來新威脅，尤其是
網絡安全方面的威脅。

投資組合優化
試想像銀行協助客戶投資的情況。可供選擇
的股票、債券和基金組合成千上萬，潛在的配
搭數量之多，即使世上最快的超級電腦也不
能全部查核。量子電腦卻可以同時審視不同
的組合，也就是說，可以因應風險、回報和其
他因素，迅速為每位客戶找到最佳投資組合。
這樣有助銀行提供較好的建議，協助客戶從
事切合個人需要的投資，從投資中獲得最大
回報。

實際例子
量子計算仍是新興技術，但金融服務業已開始
試行量子計算技術的應用，現時有多個用例在
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試驗階段。2025 年，滙豐銀行以量子計算方法
優化債券交易的預測，是全球首例。滙豐與IBM
合作，以傳統電腦結合IBM的Heron 量子處理
器，令債券價格預測的表現提升 34%。這是量
子技術首次明確展現能為金融服務業帶來實
質效益，在場外債券市場使用演算法交易的表
現尤佳。滙豐集團的量子技術主管形容這是業
界的「史普尼克衛星時刻」，標誌着銀行業開始
展現實質的量子優勢。

風險模型
銀行有需要了解其貸款和投資所涉的風險水
平。要做到這點，傳統以來，銀行利用複雜的
數學模型模擬不同的場景，例如股災或利率變
動。一般電腦從事這些模擬工作，需時數小時
甚至數日。量子電腦的模擬過程快得多，有機
會數分鐘即可完成。這讓銀行可以更快回應市
場變化，作出更佳決策。

中國內地的量子電腦界的知名公司華夏銀行
與量旋科技和香港科技大學合作，開發量子人
工智能模型，務求做到更智能化的商業銀行決
策。當中的一個項目，是以量子神經網絡優化
自動櫃員機在內地的應用，分析2,200多部自
動櫃員機的數據，識別表現欠佳的櫃員機，降
低營運成本。這個項目奪得中國人民銀行的
2020年金融科技發展獎，是銀行界實際應用量
子計算的里程碑。

feasibly in a matter of minutes. This would allow banks to 
react to changes in the market more quickly and make better 
decisions.

Huaxia Bank, based in Mainland China, partnered with SpinQ 
Technology (a leading name in Mainland China’s quantum 
computing sector) and The Hong Kong University of Science 
and Technology (HKUST) to develop quantum AI models for 
smarter commercial banking decisions. One such project used 
quantum neural networks to optimise ATM deployment across 
Mainland China, analysing data from over 2,200 ATMs to 
identify underperforming units and reduce operational costs. 
This project won the “2020 Annual Fintech Development 
Award” from the People’s Bank of China, marking a milestone 
in the practical application of quantum computing in banking.

Derivative pricing
Recognised as a challenging to price, quantum computers 
could help banks calculate options and derivatives by setting 
fair prices more accurately and quickly, while also reducing 
risk and supporting smoother market operations.

Fraud detection and artificial intelligence
Increasingly, banks use artificial intelligence (AI) to spot fraud 
and incidents of money laundering. Quantum computers 
could make AI even smarter, helping banks detect suspicious 
activity faster and with fewer false alarms. Use cases are 
already in place in Mainland China. For example, Ping An 

According to Bank of 
America, quantum 
computing could be 
the biggest revolution 
for humanity since the 
discovery of fire. 
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Insurance has partnered with Origin Quantum to develop 
quantum algorithms and hardware specifically for financial 
fraud detection. The collaboration produced a quantum neural 
network model capable of identifying abnormal transfers 
and complex money laundering transactions. The model 
leverages quantum machine learning to provide faster and 
more accurate early warnings, helping prevent large financial 
losses.

Meanwhile, Bank of China, China Merchants Bank, and Bank 
of Communications have partnered with TuringQ, a quantum 
computing firm, to apply quantum AI in banking. Their 
projects focus on credit card fraud detection and portfolio 
optimisation, using quantum algorithms to analyse vast 
datasets and spot fraudulent patterns more efficiently than 
classical computer systems.

Combating cybersecurity threats
Cybersecurity threats are one of the biggest risks facing 
all banks. While quantum computing offers many enticing 
opportunities, the speed and efficiency of quantum 
computers also pose a number of serious threats. In the 
wrong hands, quantum computers could potentially be used 
to break the encryption protocols that currently keep the 
online world safe and secure. Take Bitcoin, for example. 
Bitcoin’s security depends on elliptic curve cryptography 
(ECC). Classical computers would take millennia to break 
this cryptography, but a sufficiently powerful quantum 
computer could do so in hours. To put this into context, this 
means an entire financial ecosystem — from digital assets 
to the USD9 trillion US Treasury market — could be at risk.

How current encryption works 
Most online banking, shopping, and communication are 
protected by encryption. This is like putting data in a locked 
box that only the owner of the data and the bank can open. 
The locks (encryption algorithms like the Rivest–Shamir–
Adleman cryptosystem and ECC) are based on mathematical 
combinations that are extremely difficult for regular 
computers to decipher. Quantum computers, however, can 
solve these mathematical equations much faster. Without 
stretching theory too far, once a sufficiently powerful 
quantum computer exists, it could unlock these ‘boxes’ 
and read the data. This means that today’s online banking 
security could become redundant. There is another issue 
that is not widely spoken about. Hackers could already be 
saving encrypted data, planning to use quantum computers, 
once available, to unlock the data in future. This is known as 
the “harvest now, decrypt later” threat.

衍生工具定價
量子電腦可幫助銀行計算期權和衍生工具更
準確、快捷地公平定價，同時降低風險，提升市
場運作效率。

偵測詐騙個案與人工智能
越來越多銀行利用人工智能辨識詐騙和洗錢
個案。量子電腦可提升工智能的效能，幫助銀
行更快偵測可疑活動，減少誤報。中國內地已
有實際應用的例子。例如平安保險與本源量子
合作，特別為偵測金融詐騙個案開發量子演算
法和硬件，製作了量子神經網絡模型，可識別
不尋常的轉賬和複雜的洗錢交易。這模型利用
量子機器學習，更快、更準確、更早發出警示，
防止嚴重財務損失。

同時，中國銀行、招商銀行和交通銀行與量子
電腦公司圖靈量子合作，在銀行業務中應用量
子人工智能。項目重點是偵測信用卡詐騙個案
和投資組合優化，運用量子演算法分析龐大數
據，比傳統電腦系統更有效地識別欺詐模式。

“美國銀行指出，量子計算可
能是人類自發現火以來最大

的革命。
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Post-quantum cryptography 
To stay safe, banks need to switch to new types of encryption 
that even quantum computers are unable to break. This is 
known as post-quantum cryptography (PQC). There are several 
types of PQC, each with its own strengths and limitations:

•	 Lattice-Based Cryptography: Fast and uses small keys, but 
the mathematics is complex.

•	 Code-Based Cryptography: Very secure, but uses large 
keys.

•	 Hash-Based Signatures: Very secure, but each key can only 
be used a limited number of times.

•	 Isogeny-Based Cryptography: Uses small keys, but is 
slower and not widely tested.

Switching to PQC is a major challenge for any bank, especially 
for smaller banks with fewer resources. Industrial and 
Commercial Bank of China (ICBC) has been a pioneer in 
applying quantum communication technology to secure 
banking data. Marking the first use of quantum communication 
over distances of thousands of kilometres in the global banking 
industry, ICBC successfully implemented quantum-encrypted 
transmission of remote internet banking data between Beijing 
and Shanghai. Based on quantum key distribution (QKD), the 
technology ensures that sensitive financial data is protected 
against interception and future quantum attacks.

In Hong Kong, HSBC has also pioneered the use of quantum-
secure technologies for digital assets. HSBC launched the 
HSBC Gold Token, a tokenised representation of physical gold 

對抗網絡安全威脅
網絡安全威脅是所有銀行面對的最大風險之
一。量子計算帶來許多具吸引力的機會，但量
子電腦的速度和效率也構成嚴重威脅。若落入
不法之徒手中，量子電腦有機會用以破壞現時
保障網絡安全的加密協議。以比特幣為例，比
特幣的安全靠的是橢圓曲線密碼學(ECC)，傳
統電腦需時數千年才能破解，但運算能力夠強
的量子電腦可能僅需數小時內便可破解。這意
味着由數碼資產以至90,000億美元的美國國
庫券市場，整個金融生態系統都可能處於險
境。

目前的加密措施如何運作
大部分網上銀行、購物和通訊，都以加密保護，
就像把數據存放在上鎖的箱子裏，只有數據擁
有人和銀行可以打開。這些「鎖」如加密演算法
RSA密碼體制和ECC，是複雜的數字組合構成，
一般電腦極難以破解。然而，量子電腦破解這
些數學方程的速度快得多。只要有運算能力夠
強的量子電腦，便可把箱子「開鎖」，讀取數據，
不必太深入鑽研加密理論。這意味着今天的網
上銀行保安措施不再有效。還有一點很少人討
論，駭客可能已開始屯積加密數據，準備將來
有量子電腦可用時，便可以進行解密，這就是

「先竊取，後解密」的威脅。

後量子密碼學
為保安全，銀行有需要改用新加密方法，令量
子電腦也難以破解。這稱為後量子密碼學。後
量子密碼學有多種，各有優勢和限制：

•	 格密碼學：快速並運用小密鑰，但計算複
雜。  

•	 編碼密碼學：十分安全，但密鑰體積龐大。
•	 散列密碼學：十分安全，但每個密鑰的使

用次數有限。
•	 橢圓曲線同源密碼學：密鑰小巧，但速度

較慢，且未經廣泛測試。

轉用後量子密碼學，對任何銀行來說都是重大
挑戰，規模較小、資源有限的銀行更感吃力。中
國工商銀行一直走在前端，運用量子通訊技術
保護銀行數據。在全球銀行當中，中國工商銀
行率先運用量子通訊跨越數千公里，成功以量
子加密方式，在北京和上海之間遙距傳送網上
銀行數據。這技術以量子密鑰分發為基礎，確
保敏感財務數據得到保護，不會被截取，將來
也能抵禦量子電腦攻擊。
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for retail investors, leveraging distributed ledger technology 
(DLT). To future-proof this innovation, HSBC partnered 
with Quantinuum to trial quantum-secure technology for 
distributing tokenised gold, aiming to protect against future 
quantum attacks on cryptographic systems.

Hong Kong’s universities are also driving quantum innovation 
in finance. For example, HKUST has received funding to 
develop a quantum algorithm platform specifically for the 
financial sector, aiming to empower local banks with advanced 
quantum tools for risk modelling, portfolio optimisation, 
and more. At the same time, GenAI could help speed up the 
development and testing of quantum systems, potentially 
advancing AI model training to the level of Artificial Super 
Intelligence. Furthermore, combining AI with quantum 
computing – in a field known as quantum machine learning 
(QML) - could turbocharge the speed and deployment of 
quantum computing. 
 
The impact on jobs in banking 
Quantum technology will almost certainly change many of 
the types of skills banks need. Many current jobs, especially 
those that mainly involve calculations or fraud detection, 
could be automated by quantum-powered AI. At the same 
time, new jobs will also be created — requiring expertise in 
both finance and quantum technology. 

在香港，滙豐銀行也開創使用量子安全的技
術，保護數碼資產。滙豐銀行推出「滙豐黃金代
幣」，運用分布式分類帳技術，讓零售投資者
以代幣形式持有實體黃金。為使這創新產品能
適應日後的科技發展，滙豐與Quantinuum合
作，試驗以量子安全技術分發黃金代幣，目的
是保護資產日後免受量子電腦對密碼系統的
攻擊所影響。

香港的大學也正推動金融業的量子創新。例
如，香港科技大學已獲得資助，為金融界開發
量子演算法平台，目的是讓本地銀行以先進的
量子工具進行風險模型、投資組合優化等用
途。同時，生成式人工智能也有助加速開發和
測試量子系統，有望把人工智能模型訓練提升
至超級人工智能的水平。此外，以人工智能結
合量子計算，亦即量子機器學習，可大大提升
量子計算的速度和應用。

對銀行職位的影響
量子技術肯定將大大改變銀行所需的技能要
求。許多現有的職位，特別是主要涉及計算或
偵測詐騙的工作，將由量子驅動的人工智能
以自動化方式處理。同時，新職位也會產生，
要求員工具備財務知識及量子技術兩方面的
技能。

Old Role 
舊工種

New Role 
新工種

Key Skills 
主要技能

Quantitative 
Analyst
量化分析師

Quantum Financial 
Engineer
量子財務工程師

Quantum mechanics, Hamiltonian 
simulation, QAOA, QAE, and financial 
mathematics.
量子力學、漢密爾頓模擬、量子近似優化
演算法、質量保證，以及財務數學

IT Security 
Architect
資訊科技安全架構師

Post-Quantum 
Cryptography (PQC) 
Architect
後量子密碼學架構師

Lattice-based crypto, crypto-agility, 
enterprise-wide migration strategy.
格密碼學、加密敏捷性、企業系統遷移
策略

AI/ML Engineer
人工智能／機器學習
工程師

Quantum-AI Governance 
and Ethics Specialist
量子人工智能管治及
倫理專家

QML algorithms, AI ethics, regulatory 
compliance, and model auditability 
and explainability.
量子機器學習演算法、人工智能倫理、
合規、模型可審計性和可解釋性
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To prepare their workforce for this transition, banks 
will need to invest heavily in upskilling and reskilling 
programmes. Partnerships with academic institutions 
will be critical for building a sustainable talent pipeline.

How banks can prepare for a quantum 
computing future
Getting ready for the quantum future is not something 
banks can do overnight. It will take years of planning 
and investment. Initially, greater awareness and 
exposure to quantum technologies are a logical starting 
point. Using the tools from change management and 
digital transformation processes could provide a simple 
phased roadmap: 

Phase 1 (Now – 2 Years): Awareness and 
preparation

•	 Learn: Set up a team to learn about quantum risks 
and opportunities. Educate senior leaders.

•	 Inventory: Review all current security systems and 
make a list of where encryption is used.

•	 Train: Start basic training in quantum computing 
for key staff. Conduct small-scale experiments using 
cloud-based quantum computers.

Phase 2 (2 – 5 Years): Testing and transition

•	 Test: Try quantum solutions for non-critical tasks, 
such as optimising a small investment portfolio.

•	 Switch: Start switching to quantum-safe encryption 
for highly sensitive data.

•	 Hire: Recruit quantum experts and invest in 
advanced training for staff.

Phase 3 (5+ Years): Full integration

•	 Complete the Switch: Move all systems to quantum-
safe encryption. Retire old, vulnerable systems.

•	 Deploy Quantum Tools: Use quantum-powered AI 
and optimisation tools in daily operations.

•	 Keep Innovating: Set up a dedicated team to watch 
for new developments in quantum technology and 
keep the bank up to date.

Challenges for banks
Whilst quantum computing offers tantalising and 
ground-breaking new advancements in banking, there 
are still big challenges ahead:

為協助員工準備轉型，銀行須投放大量資源，
提供技能提升及再培訓課程。若要維持人才供
應穩定，與學術機構合作十分重要。

銀行可如何為量子計算時代做好準備
銀行迎接量子時代的準備工作，並非一朝一
夕 可 以 完 成 。在 最 初 階 段，提 高 認 知 度 和 認
識 量 子 科 技，是 合 理 的 起 點 。運 用 變 革 管 理
及 數 碼 轉 型 程 序 等 工 具，可 得 出 簡 單 的 路
線圖：

第一階段（現在至第二年）：認知及籌備

•	 學習：建立團隊，學習量子相關的風險與
機遇，並向高層管理層提供相關培訓。

•	 系統盤點：檢視所有現有的保安系統，列
出目前有使用加密措施的系統清單。

•	 培訓：開始為關鍵員工提供量子計算的基
本培訓，並透過雲端量子電腦進行小規模
試驗。

第二階段（第二至五年）：測試及轉型

•	 測試：試用量子方案處理非關鍵的工作，
例如優化小型投資組合。

•	 轉變：開始為高度敏感的數據改用量子安
全的加密方法。

•	 僱用：招聘量子專家，並投入資源，為員工
提供更深入培訓。

第三階段（五年後）：全面整合

•	 完成轉變：為所有系統採用量子安全的加
密方法。停用老舊和易受攻擊的系統。

•	 使用量子工具：在日常營運中使用量子人
工智能和優化工具。

•	 保持創新：設立專責團隊，留意量子技術
的新發展，確保銀行得知最新情況。

銀行面對的挑戰
量子計算為銀行開創新機遇，十分吸引，同時
帶來極大挑戰：

•	 硬件成熟程度：目前的量子電腦仍處於早
期發展階段，會出現錯誤（即「噪音」），尚
未能解決最大的難題。2025年初，Nvidia
總裁黃仁勳指出，量子計算最少要在十年
後才會迎來真正突破，屆時才適宜大規模
應用於銀行業務。



COVER STORY
封 面 故 事

10

ISSUE 145 • 2025

•	 成本：建設量子電腦非常昂貴，即使是專
注於研究的小型系統也須耗費數百萬，
供行業使用的大型模型所需資金更可能
以億計。成本高昂的原因，在於須使用極
為專門的設備，例如低溫系統等，加上設
計、生產和營運均要求複雜的專門知識。
結果，大部分銀行將採用IBM、Google及
A W S 等 供 應 商 提 供 的 量 子 計 算 即 服 務
(QCaaS)平台。

•	 人才短缺：兼具量子計算和財務專門知識
的人才目前仍然不足，銀行須競逐這方面
的人才。

•	 複雜性：把銀行的需要轉化為量子演算
法，過程複雜，須在兩方面均具備深入的
專門知識。

暫緩行動並非無後果。銀行若未及早回應，會
面對多重風險。

•	 若駭客以量子電腦破解現有密碼，銀行便
有洩漏數據的風險，帶來災難性的後果。

•	 運用量子技術的銀行能提供更快、更佳、
更安全的服務，其他銀行可能流失客戶和
市場份額。

•	 若被迫追趕技術發展，銀行可能須付出更
高成本，日常運作受到重大干擾。

•	 Hardware Maturity: Today’s quantum computers are still in 
the early stages. They make mistakes (“noise”) and cannot 
yet solve the biggest problems. In early 2025, Nvidia CEO 
Mr Jensen HUANG said the most exciting developments in 
quantum computing are at least 10 years away before they 
are ready for large-scale banking tasks.

•	 Cost: Building a quantum computer is extremely expensive, 
ranging from millions of dollars for smaller, research-focused 
systems to potentially hundreds of millions for large-scale, 
industrial models. The cost is driven by highly specialised 
equipment, such as cryogenic systems, and the complex 
expertise required for design, manufacturing and operation. 
As a result, most banks will rely on Quantum-Computing-
as-a-Service (QCaaS) platforms from providers such as IBM, 
Google and AWS.

•	 Talent Shortage: Currently there is a shortage of 
professionals with expertise in both quantum computing 
and finance. Banks will need to compete for this talent.

•	 Complexity: Translating banking needs into quantum 
algorithms is complex and requires deep interdisciplinary 
expertise.

Delaying action is not a neutral choice. If banks wait too long, 
they could subject themselves to various risks.

•	 Banks risk catastrophic data breaches if hackers use 
quantum computers to break current encryption.

•	 Banks could lose customers and market share to banks that use 
quantum technology to offer better, faster, and safer services.

•	 Banks could face higher costs and more disruption when 
forced to catch up.

While quantum computing offers many 
enticing opportunities, the speed and 
efficiency of quantum computers also pose 
a number of serious threats. 
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Conclusion
Quantum computing is no longer science fiction or an 
abstract concept. In a similar way to the dawning of the 
Internet, it is a real, fast-approaching technology that will 
change banking forever. The banks that start preparing now 
will be safer, more competitive, and better able to serve 
their customers. At this early stage of quantum journey, 
banks need to consider: 

•	 Quantum computers will bring both risks (especially 
to security) and wide-ranging opportunities in speed, 
efficiency, and intelligence.

•	 Banks must upgrade their security to post-quantum 
cryptography as soon as possible.

•	 Experimenting with quantum technology now will help 
banks learn and adapt.

•	 Investing in people — training, hiring, and partnerships 
with universities — will be the ultimate competitive 
advantage.

•	 The quantum revolution is a marathon, not a sprint, but 
the race has already started.

Given recent developments in banking, finance, and 
technology across both Hong Kong and Mainland China, 
both are well positioned to capitalise on the quantum 
computing revolution. BT

結語
量子計算不再是科幻小說或抽象概念。就像互
聯網的誕生一樣，量子計算是實在的、快速發
展的技術，將改變銀行業的未來。現在就開始
準備的銀行將更安全、更有競爭力、更有能力
服務客戶。在這量子旅程的起步階段，銀行須
考慮以下因素：

•	 量子電腦既構成風險（特別是安全風險），
也在速度、效率和智能方面帶來多方面的
機遇。

•	 銀行必須盡快強化資訊安全，採用後量子
密碼學。

•	 現在以量子技術作試驗，有助銀行學習和
適應。

•	 人才投資 — 培訓、招聘及與大學合作 — 是
終極的競爭優勢。

•	 量子革命是一場馬拉松而非短跑，這場技
術競賽已經展開。

香港和中國內地最近在銀行、金融和科技方面
均有新發展，兩地均處於有利位置，可從量子
計算革命中得益。 BT

“量子計算帶來許多具吸引力的機
會，但量子電腦的速度和效率也

構成嚴重威脅。
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