
Part 1: Why cloud matters for banks

• Cloud as foundation of digital finance
• Efficiency vs risk
• Regulatory focus areas: outsourcing risk, data protection, 

operational resilience
• Roles of business, IT, Risk, Compliance and Audit

(Regulatory reference: BIS Digitalisation of finance May 2024; HKMA 

Fintech Promotion Blueprint February 2026)
Part 2: Hong Kong Regulatory Landscape for Cloud in a Digitalising 
Sector

• Key HKMA expectations on technology, outsourcing and cloud
• Interaction with PDPO and banking secrecy
• Cross border data considerations (data location, access by foreign 

authorities)
Part 3: Cloud as Outsourcing: Governance & Risk 
• Cloud treated as outsourcing: board / senior management 

responsibilities
• Policies, standards and cloud strategy
• Risk assessment before adoption (data criticality, service model, 

key risks, "human in the loop")
Part 4: Core Regulatory Expectations for Cloud Use
(Compliance in Practice)

• Due diligence on cloud providers
• Contractual safeguards (audit rights, subcontracting, data 

ownership, exit)

• Information security and data privacy controls
• Business continuity, resilience and exit/migration planning
• Ongoing monitoring and vendor management

(Regulatory reference:  HKMA Practice Guide on Cloud Adoption 
January 2026 etc.)
Part 5. Common Pitfalls and Case Examples

• Brief case examples / discussion of lessons learned
• Key takeaways 
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